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PSIsiu - Secure Installation and Update

Optimization of Operational Processes with PSlsiu
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You have to install a large number of devices and to keep them up-to-date? You have to take care that the

security updates are promptly installed on all devices? And you have to log security-relevant processes?

Using PSIsiu, you can keep track of all your devices
belonging to the product families of the Telecontrol
Gateway and Smart Telecontrol Unit. On the redundantly
designed PSIsiu server, all system components (system
software, application software, configuration etc.) are
versioned and available for installation. For each device in
the system, you can define the configuration state of every
single system component which is installed autonomously
and monitored by the PSlsiu agent. All operations use
secure connections.

Central Device Overview

All devices in the whole installation are shown in a central
overview on the PSlsiu server including their installation
and configuration states (version numbers). This contains
detailed information about the actual status of each device.
The states in need for action are visually highlighted.

Secure Installation

After the once-only registration with the PSIsiu server, the
newly registered device is assigned to a logical device of your
installation and can now retrieve the configuration states
intended for it from the PSlsiu server.

Device Update

The desired version of the system software and application
software as well as the configuration version can be set and
activated on a single device or groups of devices. This
makes it possible to first install and test a new version of a
component specially on test devices. In the next step, the
component can be then released for the entire system and
generally installed in the remaining system.

Easy Device Replacement

For installing a spare device, it is only necessary to change
the assignment of the logical device to the registered device.
Thus, the new device can straightly go into operation and
receive the complete configuration from the PSlsiu server.

Version Management

Managing versions of software and configuration via clear
assignment of a status, description and dependency on
versions make it easy to keep track of the entire system.

Backup

The complete states of the installation are stored
periodically. In addition, a backup can be initiated at any
time, especially before doing large changes to the
installation, to be able to reinstall the last known
functioning state.
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Encrypted Communication and Logging

The communication between the PSlsiu server and the

device is authenticated and encrypted. This ensures a secure

of other

All changes are logged. With help of the logs you can

retrace which changes were made by whom and when on

which device.

way for conﬁguratlon, mdependent com-
munication ways, for example VPN tunnel.
N B PSle
E User: admin_write (write access) Sysiem name: sles12-1t | Logout GridConnect
| Overview v ‘ Devices — 1110~ ‘ Groups v | System software — 1/1/3/23 0/1/5 0/1/0 1~ | Application software — 0/0/11/9 1 = | Configuration — 1/0/1/4 1~ | Regions ~ | Administration » | Help~
Logical devices Filter:
“3 Software
Hostname Group IP address Uptime f IFS E' @ Su System e Application SU-3G6 SU-PGC4 Configuration
ISle | 6.0.27_670 1 t4_02.02.002
| wirigdtat — 10.0.24.1 2022-11-28 104350 | o «F | o | 7 oF | 5036 820 14 0203003 | 0038820 01.01.010_3
=) . 6 -0-2'7:67-6'{ ----------- 14_02.02.002
[ wirlg0 11 — 10.0.24.3 20221128 104350 7 o7 oF o oF g ~4 0203003 0038820 01.01.010_3
o . '6--0-2'7:67-6'{ ----------- t4_02.02.002 01.01.010_2
[ wirlg02o1 — 10.0.244 20221128 104350 7 o7 F o oF | o g 14 0203003 | 0038820 - 0101.010.3
PSie I N |
amp-g01al - 10.0.0.12 2022-10-231217:08 | 2% 3X| 7| 7/ /| 6027 670t 14_02.02.002 60.27_670 ¢ 01.01.010_2
TEaXSMU
PSle
amp-ig02a1 - 10.0.0.21 2022-11-28 104350 | «F  «F | oF | F o/ | 6027_670t 14_02.02.002 60.27_670 ¢ 01.01.010_2
TEaxsMU
PSI
- " Messkamp-XS- ey 2 6.0.27_670 .
== mes-tg0tat e 10.022.1 2022-11-2908:5508 | 7 | 7| 28| «F /| 6027 670t 14_02.02.002 EeamT ) | EeTOLT 01.01.010_3
PSle
mes-ig02a1 - 10.0223 2022-11-28104350 | 7 7| 2% «F o/ | 6027_670¢1 14_02.02.002 60.27_670 ¢ 01.01.010_31
TCaxsMU
PSle .
mes-tg03a1 - 10.022.2 2022-08-12152336 | 7 | 7| 28| oF /| 60378441 14_02.02.002 )6.027_6701  7.0.11_71 01.01.010_3¢
Teaxsmu
PSle. N
S mes-tg03b1 — 10.0.22.4 2022-12-08 153310 | «F | o7 | 3| 7 oF | 6.037_8441 t4_02.02.002 )6.0.27_6701  T.0.11_71 01.01.010_3 1
PSle
@8 | nietig a0 — 10.10.0.1 2022-11-2810:4350 | &7+ | ¥ 7 « | 6.027_6701 — — 01.01.010_2
o - Ve 097 mrg | 14.0201.0011
| nie-tigd1a1 nie-tig01-container | 101011 2022-11-28 10:4350 | «F | oF | o | 7| « | Inie-tigd1a0) 6027 _B70 14 020300 01.01.010_2
< >
g Connection requests Device registration
IP address Last seen ~ Message MAC address Device type IP address Last seen Hostname
— = Mo new connection requests. 00:05:db:00:00:32 TCGXSMU 10.0.0.25 Won Apr 12 15:40°33 2022 |\mnfy]
Status: @by PSI GidConned GmbH

PSIsiu Functions

e Providing and installing system components:

— Software versions
— Configuration files
— Data models
— Certificates

e  Monitoring devices
— Versions installed

— System-relevant status (software, certificates,

communication)
— Logging changes
e  Easy device replacement
e Backup administration

o  Designed for redundancy
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